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@®Hirotaka MOTAI

O Software researcher for embedded systems
of MITSUBISHI ELECTRIC Corp. —===

@®\We have collaborated with LF projects. 1),
OLTSI: Long Term Support Initiative Fuego
OAGL: Automotive Grade Linux
OFuego: Automated Test System SR\

AUTOMLTIVE

®specifically designed for testing Embedded Linux GRADE
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. MITSUBISHI

~tEm  OQverview

Changes for the Better

@®Linux can be adapted to various embedded devices, even
though they need a hard real-time response.

@®\Ve need tons of time to ensure adequate real-time

performance.
OReal-time applications need to satisfy timing constraints.
OWe have to avoid kernel changes which might cause long delays.
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J,‘%.'Tescﬁ%m Overview Embedded Linux Conference Europe 2018

Changes for the Better

@®Detect and Ready for analysis performance issue in

Automated Testing Framework.

Oln our use case with “Fuego” (presented in ELCE2018)

Omeasure the real-time performance, plus get tracing.

Oget clues to distinguish the problem whether it was caused by our
changes or not.

Fuego

> stress

Test Scri pt a3 CyC”CteSt program

— v

test logs Test Target Kernel
ftrace data Build script 2 Y our
our

© Mitsubishi Electric Corporation



. MITSUBISHI
AN\ ELECTRIC

Changes for the Better

Overview

@®\We have developed a part of Functional-test run-time
logger to get clues to detect internal performance problems
even if all of the function test are successful.

our
repos

Fuego

Y

Test Script

newly introduced

<€

test logs
run-time log

Build script

time |-
logger [€—

LTP

stress

program

“fFsystem call

v Test Target Kernel

our

changes

PC

‘ Timer \

n

H/W
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. MITSUBISHI

~iwe Related Tools

Changes for the Better

® Fuego:

O an automated test system specifically designed for embedded Linux testing
O http://fuegotest.org/

@®LTP: Linux Test Project

O regression and conformance tests designed to confirm the behavior of the
Linux kernel and glibc

O http://linux-test-project.github.io/

our
repos

time |— LTP stress
logger [€— program
7

v Test Target Kernel

Fuego
Test Script |e
Y
Eest Iogj Build script
PC

n

‘ Timer \

H/W
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¢ MTsUBISHI Related Tools »

e Fuego

@®Fuego is an automated test system
Ocreated by LTSI project, based on Jenkins.
OQOSS: anyone can use and contribute!
OAGL-JTA: AGL chose Fuego as standard test environment.

JTA: Jenkins Test Automation

Fuego _
_ s| time | > LTP stress
Test Script |e logger |¢— program

v Test Target Kernel
EeSt Iogj Build script 7
’“
repos PC \MI i
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Chan

ges for the Better

Related Tools »

Fuego

@®Fuego = "test distribution + Jenkins + host scripts + pre-
packaged tests" on container
@®Fuego can do specific tests automatically that is triggered
by software update.

Fuego

Jenkins

Host scripts
* Dbuild

» deploy

e testrun

e processing

test programs
on host

test programs on
target
(compiled by Fuego)

(Fuego Linux Distribution)

Docker Container

Test Target Linux

Host PC

Target device
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D Related Tools »
ELECTRIC

Changes for the Better F u e g O

@ You can click to start manually and monitor tests on Jenkins.
- £} Dashboard [Jenkins]
. Q Q @ 192.168.3.9:8080/fuego/ - O N o = CI'Ck to Start

result (green is pass)

ENABLE AUTO REFRESH

= New ltem [&add description
& Peope Al
i . . S W Hame | Last Success Last Failure Last Duration
= Build History V.
- ) Fa 2 'pid_81.default.Functional . 1 hr 10 min -
f”* Manage Jenkins J 2 K ole world 56 min - #2 # 14 sec ‘p@
0i3_81 default Functional LT NIA B5min-#1 44 min 2
Build Queue = :
L lcon: SML ) ) )
Mo builds in the queue. Legend [EJRSSforall [EJ RSS for failures [ RSS for just latest builds

cutor Status ==

moni_tor

1 Idle
2 Idle

)
= rpi3_81

1 rpid_81 default Functional LTP #2 =]
[ I— -

Page generated: 04-Jul-2019 01:30:01 UTC REST APl Jenkins ver 2 321

2019/07/18 Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego

© Mitsubishi Electric Corporation



D Related Tools »

Chﬂnge:%ﬁfmer F u e g O

@ You can also check test results on Jenkins.
T

c o ® 192.168.3.9:8080/fuego/job/rpi3_81.default.Functional LTP/ - @ W% N @ =

@ Jenkins Qoo

Jenkins rpi3_81_default. Functional LTP ENABLE AUTO REFRESH

4 Back to Dashboard

Project rpi3_81.default.Functional.LTP

O, status
[‘#add description

> Changes

|
8 workspace

@ Build Now

( Delete Project rpi3_81-Functional LTP

gf"f* Configure

board: rpi3_81
kernel: 4.14.34v7+
Build History trend = results totals
test spec|build number| testset |pass|fail skip|err
|ﬂncl default |1 sem_close 4 0 Jo jo
#2 04-Jul-2019 01:18 sem_destroy |2 0 Jo jo
| — %]
sem_getvalue |5 0 jo jo
om 04-Jul-2019 00:34 sem init ) 0 1 0
testlog run.json fuegolog devliog prolog.sh xlsx sem_open 12 o o o
ghiplist sem_post 7 0 jo jo
sem_timedwait{11 [0 |0 |0
RSS for all F§ RSS for failures =
e & sem_unlink (10 |0 |0 |0
sem_wait 8 0 Jo jo
syscalls n41)g [0 |0
E Waorkspace v
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¢ MTsUBISHI Related Tools »

s LTP: Linux Test Project

@ A huge collection of tests for Linux
Osystemcalls, semaphore, POSIX, ...

@ Difficult to understand test results
OTester has to know what to ignore, and why
@®depend on system or kernel configurations.

OIn a regression test, tester check the gaps between previous and
current results.
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ELECTRIC
Changes for the Better

Related Tools » LTP »

LTP on Fuego

@®Fuego has 2 categories related to LTP
OFunctional.LTP

® 14 test scenarios with using LTP test suit

OFunctional.LTP one test

®only one LTP test that you can define with using LTP test suit

O(Show the detail later..)

2019/07/18
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SUREY  |ggye

“hanges for the Better

@®Focus on system call interface for checking regression
Olnfluence performance of real-time process directly

@®L TP can test system call interfaces.
OLTP on Fuego is helpful for checking compatibility
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Hewe  |SSUe

Changes for the Better

@®Results for system call tests look same...
@®In term of regression check, looks good.....?

B e E praw  w Ea A aLa e ImEE A EE S s ELassEm

0, status
— [fadd description
= Ch
W Workspace
&) Build Now
© Detete Project rpi3_81-Functional LTP
"’ Configure
) board: rpi3_81
ker.nrel:rlll}.:iM-vT+ 1 St reS u |t
@8 Build History trend = results totals
ost speclbuitd - tostsel [passliailskiplerr e —— - — —— - ——
find default |1 sem_close 4 0 [0 |0 : TS E m_.lllllll E I-f TE qn | .D 1
@ #2 04-Jul-2019 01:18 sem_destroy |2 0 [0 |0 1 |
et o e getalve 5o o [o i |sy5n::a|l5 1141 |B |D 0 !
skipl em_init 9 (U ] 1 1
@8 04ul-20190034 semopen |12 0 0 |0 ! b I_ l J :
o R O O (N seprclose LA 10 _J0__40_ 4 2
— o sem_timedwait|11 |0 |0 |0
mounlink 10 [0 [0 [o — -
) RSS for all £ RSS for failures o = (o e p—
I [syscals Tl o o] 2nd reSUlt
B T T s Fev el FE L et |
m_destroy |2 |0 [0 [0 I ]-5 E m '|I|'|I|E It TB T I:I IE] | I:I 1
m_getvalue 5 |0 o |0 I - 1
m_init 9 (U 1] 1 1
m_open 12 [0 [0 |0 I SilllrSl:E”S 1 14 1 B EI D I
sem_post 7 0 [0 |0 |
som_timedwaifi1_Jo [o_|o S e e
m_unlink 10 [0 [0 |0 -
[ =TT o = [ e e e o —
| [syscals 114108 [0 [0 | o s o -
[ ——— I
IH_{] Worksp
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Changes for th

e Better

Issue

@It is important to make the difference clear.
OWhat system calls were "pass”ed? Is the results same?

OWere new results "execution time of each system call" as same as

previous one?

g e e
(Y Delete Project

rpi3_81-Functional LTP

"' Configure
) board: rpi3_81 1 t |t
kernel: 4.14.34vT+ S res u
@2 Build History trend = results totals
= - P e O R S R W R R R R R - - ——————|
est spec|build b est se pass|fail [skip|err ' -[ E U .D
find I sSem wal I
default |1 sem_close 4 0 [0 |0 1 —_—
o #2 sem_destro y |12 [0 0 |0 1 |
— v o syscalls 1141)8 [0 fo | !
em_init 9 fo P o 1 I
an Jul-201 em_ope 12§00 |0 | b I_ l J
P A O O T sepralose WL 100 _10_1_ 1t
skiplis o sem_timedwait|11 [0 Jo |0
m_unlink 10 J0 Jo |0 - -
E) RSS for all F) RSS for failures o = T - 2
JRSS for al EY RSS for filures . - Nna resu
I [syscalls e o o | e - ——
B b o i e 5 i ] o o o e e e e e e e i
- ' al o 0 (0 |0
emdestroy |2 [0 [0 |0 I SEem wa |'|: 1
m_getvalue |5 |0 [0 |0 I - 1
m_init 9 (U 1] 1 |
m_open 12 [0 [0 |0 1 5"_l|-"5|:E|”5 1 14 1 B EI EI |
sem_post 7 0 [0 |0 |
sem_tmednai[11_J0 oo e —————— !
m_unlink 10 [0 [0 |0 ,-
[ =TS i ——
calls g [0 |0 —————

I
>§7|
1=
g
e
1
1=
:E
I__I
1
I | |
I
r
1
1
]
\
\
<y
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
I
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D— Issue »
)‘ ELECTRIC

s Alternative way
@®Using LTP_one_test in Fuego @ Sample: shmat(), shmdt()

. . g . {
W|th some m0d|f|Cat|OnS "testName": "Functional.LTP_one_test",
"specs": {
I I I "default": {
Olist our important system call in cfaule™: .
' }s
spec.json o
}s
i + "syscalls-shmatoel": { "TEST":"shmatel" },
® add jObS + "syscalls-shmat@2": { "TEST":"shmate2" },
. . + "syscalls-shmdtel": { "TEST":"shmdtel" },
# ftc add-Jjobs -b rpi3_81 ¥ " "syscalls-shmdt@2": { "TEST":"shmdt@2" },
-t Functional.LTP _one_test ¥ "syscalls-mlock®3": {
-s syscalls-shmatol "TEST":"mlocke3",
"scenario":"syscalls"
oy }
@® build jobs }
}

# ftc build-jobs ¥
rpi3 8l.syscalls-*.Functional.LTP one_test

ftc: "fuego test control" tool. a command line tool used to perform various functions in Fuego.
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D— Issue »

s Alternative way
@® Gap of test result of each system call become clear.

@) search
Jenkins rpi3_81.syscalls-shmat01.Functional LTP_one_test ENABLE AUTO REFRESH
4% Back to Dashboard . . .
Project rpi3_81.syscalls-shmat01.Functional.LTP_one_test
L Status
— [&fadd description
= Changes
Wy Workspace
£) Build Now
O Detete Project rpi3_81-Functional LTP_one_test-default
% configure
N board: rpi3_81
test set: default
Build History trend = kernel: 4.14.34-v7+
—TT— Each test result
find testfase build_number /
o #4 04-Jul-2019 06:32 1 2 3 4
_ 1 PASS|PASS|PASS|PASS
e 2 PASS|PASS|PASS|PASS
W#E Deul0ne Des 3 PASs|pASS[PASS|PASS
1es1l0g run.json 4 PASS|PASS |PASS|PASS
o #2 04-Jul-2019 06:13 Totals
testion paSS\ L¥] o o [¥] j
fail 0 0 0 0
@M 04-Jul-2019 06:12 o 5 5 5 5
S errar 0 0 0 0
EN RSS for all £ RSS for failures
2019/07/18 Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego 17
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& nrsiinss Issue »

s Alternative way

@® Gap of test result of each system call become clear.

@®However each execution time has not been clear yet.

Othe figure below shows Build Time Trend, not the execution time
of system call.

. \'A : E
on sz Bl Time Trend This graph show§ hlstqucgl
on : 14 Ourstion Ago changes of Jenkins build time.

Bu

#4 14 sec

#3 15 sec rpid_81
@#  13sec  pi3 81 Z //
@ # 14 sec rpid_g1

J RSS for all £y RSS for failures
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Approach »

SEBE THow to check the system call time

@®Do in a simple way.
OFuego provides a script running on the target, in fuego_test.sh.
Omeasure the execution time of the test process as below.

function test run {
local bdir="$BOARD TESTDIR/fuego.$TESTDIR"
local scenario=$FUNCTIONAL LTP ONE_TEST SCENARIO

if [ -z "$scenario” ] ; then
- report "cd $bdir; ./$one_test $FUNCTIONAL LTP ONE_TEST ARGS
+ report "cd $bdir; ./runtime-logger.sh ./$one _test $FUNCTIONAL LTP_ONE_TEST ARGS

else
report "cd $bdir; ./runltp -f $scenario -s $one_ test"”
fi

2019/07/18 Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego
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Changes for the Better

Approach »
ppHow to check the system call time

@®Do in a simple way.

OFuego provides a script running on the target, in fuego_test.sh.
Omeasure the execution time of the test process as below.

## runtime-logger.sh
SYSCALL=$(echo $1 | sed -e "s:~./::" -e "s:[0-9].*%::")

function test run { OUTPUT=strace ${1##*/}.log
s bdir:"$BOARD 1| strace -f -T -e $SYSCALL -o $OUTPUT $* ; RETVAL=%?
local Scenario=$FUNCT echo -e "¥n--strace result--";

if [
r
r
else

fi

cat $OUTPUT | grep $SYSCALL
-z "$scenario” ] exit $RETVAL

eport "cd $bdir; ./$one test $FUNCTIONAL LTP_ONE_TEST_ ARGS
eport "cd $bdir; ./runtime-logger.sh ./$one test $FUNCTIONAL LTP_ONE_TEST ARGS

report "cd $bdir; ./runltp -f $scenario -s $one_ test"”

2019/07/18
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Changes for the Better

Approach »

How to check

accuracy

the system call time

@ The execution time of the test process is saved with 1usec

(.

shmat0l.
shmat0l.
shmat0l.
shmat0l.

Summary:
passed
failed
skipped
warnings

——STCrace

2019/07/18

C @

tst_test.c:980: INFO: Timeout per run is Oh 05m 00s

c
c
c
c

1148 shmat (327681, NULL, 0)
1148 shmat (360449, NULL, 0)
1148 shmat (360449, 0x76efs000, 0)
1148 shmat (3604493, Ox76efbfff, SHM RND) =
1148 shmat (360443, O0x76ef2000, SHM RDONLY

:147: PASS5: shmat () succeeded to
:147: PASS5: shmat () succeeded to
:147: PASS5: shmat () succeeded to
:147: PASS5: =shmat () succeeded to
4

0

0

0

result—-

@ 192.168.3.9.8080/fuego/userContent/fuego.logs/Functional.LTP_c E' s D T:i’

attach NULL address

attach aligned addre=ss

attach unaligned address with SHM RND

attach aligned address with SHM READCHLY, and got SIGSEGV on write

the time difference between the beginning

and the end of each system call
/

OxToef3000 «<0.000040>

OxToefgl0d «<0.000026%>

0xToef3000 «0.000036>
O=xTeefE000 «£0.000035%>

) = 0xYoef8000 «<0.000033>

\
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. MITSUBISHI

Approach »

&'W ELECTRC. Evaluation
@ Confirmation

Olnject 1sec waiting patch to "shmat()" interface in kernel.
O Test and check whether the result include >1sec delay.

2019/07/18

long do_shmat(int shmid, char _ _user *shmaddr, int shmflg,
ulong *raddr, unsigned long shmlba)

{

struct shmid kernel *shp;
<<snip>>
unsigned long populate = 0;

+ ssleep(1l);

err = -EINVAL;
if (shmid < 0)
goto out;

Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego
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Changes for the Better

Approach »

Evaluation

@® The different time can be detected in the result

2019/07/18

Injected Kernel

shmatO
shmatd
shmatd
shmatd

Sunmmar
rpassed
failed
skippe
warnin

——Btra
1074
1074
1074
1074
1074

1.
1.
1.
1.

Vi

4

0
d 0
gs 0O
ce result-—-
shmat (327682,
shmat (300450,
shmat (360450,

shmat (360450,
shmat (360450,

0] 192.168.3.9:8080/fuego/userContent/fuego.logs/Functional.LTP_c E| wee ’ﬁ

NULL, 0O)
NULL, 0)

0x76£dE000,
OxT6EdREEE,
0x76EAE000,

s Timeonut per run is 0h O05m 00s

' Each result is "PASS" as same as in default kernel.

at () succeeded to attach unaligned address with SHM RND
at () succeeded to attach aligned address with SHM READONLY, and got SIGSEGV on write

The time difference compared with the result in defalt kernel
is roughly "1 second" each system call.

‘\
= OxTefdB0p0 «1.012371>
= OxTefdfopd «1.033117>
0y = OxTefds80p0 «1.0Z2001a6>
SHM END) = O0xT7efdEpO0 <1.03720&6>
SHM RDONLY) = OxT7efdB000 <«1.037140>
J
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. MITSUBISHI

~HER'  Conclusion and Future work

Changes for the Better

@® Summary
OReal-time applications need to satisfy timing constraints.
®In term of regression, system call time in new Linux will be
shorter or as same as old one.
OFuego is useful to us for not only functional checking but also
measuring to system calls.

2019/07/18 Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego 24
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MITSUBISHI

ieme  Conclusion and Future work

Changes for the Better

@ Future works
OVisualization: line graph of measurement time
ODiscussion in Fuego community: Is this idea good, or not?

®Fuego Jamboree #3 are going to be held this Saturday!

&) Build Now
Q Delete Project rpi3_81-Functional LTP_one_test-default
"” Configure
) board: rpi3_81 . . .
(ot st defaul 300 - Concept of visualization
Build History trend = kernel: 4.14.34-v7+
results
find test case build_number 200
9 # 04-Jul-2019 06:33 112 ]3[4
llon e 1 Pass|PASS|PASS|PASS
e 2 pass|pass|pass|pass 100
@#  04Jul-2019 085 3 PASS|PASS|PASS|PASS
testloq run.ison 4 Pass|pass|pAsS|pASS 0
o #2 04-Jul-2019 06:13 Totals
lesuog s0n pas J 9 9 9 #1 #2 #3 #4
N 0t 06 Fail o o fo o
04-Jul-2019 06:12
"" skp 0 o [0 o ——1 —e—2 3 —e—4
testlod run.iso o o o o
EN RSS for all EJ RSS for failures
2019/07/18 Open Source Summit Japan 2019 - Automated run-time regression testing with Fuego o Miteubie Eleatis Cormorat 25
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Changes for the Better

THANK YOU!

Any Questions?

26
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Changes for the Better

APPENDIX
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SEEE |nformation

@®Fuego
Ofuego-core:
@ https://bitbucket.org/fuegotest/fuego-core.qit
®c606654b8077 (core: update version numbers in common.sh)
Ofuego:
®https://bitbucket.org/fuegotest/fuego.qit
®b5b69307f836 (install: fix debian jessie repositories)

@ Target device in this slides
ORaspberry Pi 3b
ORasbian, based on debian 9.4, Linux 4.14.34-v7+
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